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Today’s Internet threats are more invasive and abundant than ever before, and the nature of these 
attacks is constantly changing. Businesses that deploy only on-premise technology increase 
their administrative burden, network operating and capacity planning costs, and are completely 
reliant on in-house expertise to ensure best security practices. Websense® Hosted Web Security 
provides protection at the Internet level, eliminating threats before they reach your network and 
providing unique centralized security in distributed or mobile environments. Backed by industry-
leading SLAs, Websense Hosted Web Security reduces business costs, eliminates complexity and 
uncertainty, and provides comprehensive protection.

Websense is the established global leader in Web security. Websense Hosted Web Security leverages the 
technology trusted by thousands of businesses worldwide to provide a hosted model for Web security—
with no software, hardware, installation, or maintenance required on-site.

Websense Hosted Web Security centralizes Web protection across multiple gateways, locations, and 
roaming users. Sharing a common interface with Websense Hosted Email Security, Websense Hosted Web 
Security simplifies policy and administration, providing best-in-class protection and granular Web policy 
management and reporting.

Websense Hosted Web Security is available in two modules:

Websense Hosted Web Filter

Hosted Web Filter provides comprehensive and accurate Internet filtering, including filtering for productivity 
and bandwidth-draining Web sites. Through granular and configurable policies, you can set enforcements to 
manage employee Internet access, all through a centralized, secure interface for all users in any location. 
Even in complex distributed environments or those with roaming users, managing Web usage policies is 
simple, scalable, and predictable, reducing business costs and network complexity.

Websense Hosted Web Protection

Websense Hosted Web Protection secures your networks against blended and Web-based threats 
such as viruses, Trojan horses, worms, spyware, and other forms of malware. Websense Hosted Web 

How It Works

Websense Hosted Web Security acts as a Web 
proxy hosted off your network. You can enable 
the proxy through a chained connection to your 
existing proxies, or by automatically directing 
users’ browsers to the Websense service. 
Websense datacenters are load-balanced, 
redundant, highly available clusters located  
in eleven locations worldwide. 

All Websense datacenters have been certified 
to ISO27001 standards to provide the highest 
degree of global and localized security, privacy, 
and confidentiality. Websense SLAs guarantee 
uptime and provide competitive spooling and 
disaster recovery provisions as standard  
elements of the service.
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Protection processes all Web content, including 
webmail, through the Websense service to remove 
malicious code before it reaches your network. 
Using a combination of commercial antivirus 
engines, Websense ThreatSeeker™ technology, 
and correlated heuristics, Websense provides the 
best Web protection available today. And, because 
the protection is hosted and centralized, securing 
your network environment and business assets is 
easier than ever.

Benefits

•	 Protects against Web-based threats including  
viruses, Trojan horses, worms and phishing attacks

•	 Prevents lost productivity through unauthorized 
or excessive employee Web usage

•	S afeguards employees from illegal or inappro-
priate Web content

•	R educes the complexity of managing Web  
security in distributed or growing environments 
and for mobile users

•	 Protects webmail from malware threats

•	R educes the legal liability of having illegal  
content in your network

•	R educes costs by optimizing network  
bandwidth availability

•	E liminates the risk and uncertainty of managing 
a solution on-site 

•	C ompetitive SLAs guarantee the effectiveness of 
the service, provisioning for guaranteed uptime, 
protection from known viruses, and more

•	T ransparent to the end user with no noticeable 
latency

•	C lose integration with Websense Hosted Email 
Security solution for centralized Web and email 
security management 

Summary
Websense provides preemptive protection 
to ensure your critical assets are protected 
from Internet threats. The combination 
of security expertise and ThreatSeeker 
technology detection capabilities reduces 
false positives and ensures your systems 
are protected. ThreatSeeker technology 
makes Websense the first to detect and 
the first to protect against many  
malicious threats.
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