Data Sheet: Endpoint Security

Symantec™ Protection Suite Advanced Business Edition

Protection that goes beyond anti-virus and endpoint security

Overview

Symantec Protection Suite Advanced Business Edition is an "all-in-one" suite that protects critical business assets by securing
against today's malicious malware and spam threats as well as by rapidly recovering key systems when problems happen. It is
the industry’s first business security suite that combines endpoint, email and data protection with server backup and recovery
capabilities. With award winning technologies from the market-leading endpoint security, messaging security, and backup and
recovery vendor, Symantec Protection Suite Advanced Business Edition keeps your key desktops, servers and core applications
running. It enables fast data and system recovery to ensure your core infrastructure and mission critical applications are
readily available at all times. As your business evolves and as your network grows, Symantec Protection Suite Advanced
Business Edition can scale with you, by easily adding next-generation Symantec security technologies to completely protect the

most crucial assets to your business, while balancing performance, ease of use and costs.

Symantec Protection Suite - Protection right-sized for your business
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Advance your business protection with the new Symantec Protection Suite Advanced Business Edition. It offers end-to-end,
continuous protection for your business systems — without the cost and complexity of big business suites. Avoid both point-
solution gaps and enterprise-scale overhead and expense with the industry’s only all-in-one security and availability solution.
Advanced protection is easier than you may think.

Key Benefits—Symantec Protection Suite Advanced Business Edition

Complete Protection - Delivers multiple layers of protection for your business

Protect your entire infrastructure against more threats—Secure endpoints, messaging servers, and gateways proactively

with more than traditional antivirus and antispyware to protect against many more of today’s threats.

Recover Data, Desktops and Servers completely—Recover individual files and folders in seconds or complete Windows

systems in minutes when problems happen, even to dissimilar hardware or virtual environments.

Safeguard intellectual property—Secure sensitive data and valuable confidential information at the gateway with advanced

content filtering and data loss prevention.
Ensure Business Continuity - Keeps mission critical systems running smoothly in case of disruption

Maintain business uptime—Have confidence that your business will go uninterrupted by security and system problems, since

your assets will be protected by proactive system protection, data protection and reliable, automated backup and recovery.

Optimize performance—Free up server resources and increase performance by eliminating spam and email threats before

they reach your key messaging servers.
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Rely on trusted research—Proactively protect your business using real-time security intelligence from Symantec Global
Intelligence Network, the largest security research network in the world.

Easy Management - Provides simple management to help you scale
Integrated endpoint security—Deploy unified endpoint security technologies with options that assure affordability today and

scalability tomorrow.

Simple implementation—Quickly deploy with minimal disruption to your environment through easy Management, fast
deployment single sign-on capabilities and optimized utilization of system resources.

Central management—Simplify IT administration by centrally managing backup, recovery and critical security tasks across
your entire organization.

Which Symantec™ Protection Suite is right for me?

< 50 seats 50-100 seats 100-1,000 seats

Symantec Protection Suite
Small Business Edition

Symantec Protection Suite
Advanced Business Edition

Symantec Protection Suite
Enterprise Edition

Protection technology

Endpoint security

Antivirus/Antispyware . . .
Endpoint firewall . . "
Intrusion detection/prevention . . .
Device & application control . .
Protection for Macintosh® . . .
Protection for Linux® . .
Protection for Windows® Mobile .
Network access control self-enforcement .

Messaging and Web security

Antivirus/Antispam/Antiphishing . . .
Reputation-based spam filtering . .
Content filtering/Compliance . . .
Data loss prevention . .
Microsoft® Exchange . . .
Lotus Domino® .
Messaging Gateway software subscription . .
Web Gateway software subscription .

Backup and recovery

Backup live desktops and laptops . . .
Restore to any hardware . . .
Server backup and disaster recovery .

Threat driven backups . . .

Central management console

Single sign-on management and
reporting access
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Key Features—Symantec Protection Suite Advanced Business Edition

Endpoint Security - More than antivirus

» Protect against more threats using Symantec’s industry leading integrated endpoint protection technologies including
antivirus, antispyware, desktop firewall, intrusion prevention, application control and device control technologies

» Save time and money with easy product installation, including the ability to deploy your endpoint protection environment in
under 20 minutes, with self-guiding wizards for easy setup and configuration.!

» Adapt to risks faster and take action within minutes with the Symantec Global Intelligence Network

e Antivirus for Linux and Macintosh—Comprehensive virus protection against malicious threats that target Linux and
Macintosh systems.

Messaging Security - Effective protection against new messaging threats

» Protect against inbound and outbound email and instant messaging (IM) based threats, enabling businesses to secure
vulnerable messaging systems.

e Simple to administer, effective, and accurate, catching more than 99% of spam with fewer than one false positive per
million messages.

* Advanced content filtering and data loss prevention technology ensures your sensitive customer and business information is
not sent out over the Internet; meeting regulatory compliance, reducing your legal risk — and preventing the loss of
important business data.

Backup and Recovery - Industry first security suite with backup and recovery

» Ensures that your business assets are protected against failures or new security threats, including automated, event-driven
backups triggered by Symantec’s Global Intelligence Network information.

» Easily restore entire systems back to an exact point-in-time, even to dissimilar hardware, without the need for manual and
lengthy error prone system rebuilding.

» Centrally manages backup and recovery tasks for multiple desktops, laptops and servers across your entire organization.

1. With Symantec Endpoint Protection Small Business Edition deployed (SEP SBE 12.0)
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System Requirements

Hardware/Software

Processor:
Pentium® 111 300 MHz (1 GHz for Vista)
Note: No Itanium® support

Symantec™ Endpoint Protection Client (Mac®)

Symantec™ Endpoint Protection Manager

Processor:
Intel Pentium or compatible, 32-bit and 64-bit
Note: No Itanium support

(not managed by Endpoint Protection Manager)

Symantec™ Mail Security for Exchange

Exchange platform:

- Microsoft Exchange Server 2003
— Microsoft Exchange Server 2007
- Microsoft Exchange Server 2010

Hardware virtualization:

- VMware ESXi 3.5/4.0; vSphere 4.0
- Microsoft Hyper-V Server 2008
Symantec Brightmail™ Gateway
Physical appliances:

- Brightmail 8300 Series

- Mail Security 8300 Series

Processor:
- 233 MHz or greater, as required by the operating system

Symantec Backup Exec™ System Recovery Server Edition

Processor:
- 233 MHz or greater, as required by the operating system

Symantec™ Endpoint Protection Client for Workstations and Servers (Windows®)

Symantec™ AntiVirus for Linux Client for Workstations and Servers

Symantec Backup Exec™ System Recovery Desktop Edition

Operating Systems/Browsers

Microsoft® Windows® XP Professional, Windows Server® 2003, Windows Vista™,
Windows 7, Windows Server 2008, Windows® 2000 Server (x86)

PowerPC® technology-based Mac running Mac® OS X 10.4-10.5x
Intel®-based Mac running Mac OS X 10.4-10.6

Windows 2000 (32-bit), Windows XP, Windows Server 2003, Windows Server
2008, Windows Business Server 2008

Microsoft Internet Information Services (Web server)

Microsoft® SQL Server™ 2000 SP3 or SQL Server 2005 (optional)

Red Hat® Enterprise Linux, SUSE® Linux Enterprise (server/desktop), Novell®
Open Enterprise Server (OES/OES2), VMware® ESX, Ubuntu®, Debian®, Fedora®

Microsoft Windows:
- Server 2008 R2/SP2; Standard/Enterprise (64-bit)
- Server 2003 R2/SP2; Standard/Enterprise (32-bit or 64-bit)

Management console:

- Windows 7/Vista/XP

- Server 2008 R2/SP2; Standard/Enterprise (64-bit)

- Server 2003 R2/SP2; Standard/Enterprise (32-bit or 64-bit)

Administrator console:
Microsoft Internet Explorer 6.0, 7.0, 8.0
Firefox 2.0, 3.0

Virtual appliances:

VMware ESX 3.5 (rev 4 or later)

VMware vSphere 4.0

VMware ESXi 3.5 (rev 3 or later), ESXi 4.0

Windows® 32-bit or 64-bit operating systems:
- Windows 7 Ultimate, Enterprise, Professional
- Windows Vista Ultimate, Business, Enterprise
- Windows XP Media Center Ed., Professional Ed., Home Ed. (SP2 or later)

Windows® 32-bit or 64-bit operating systems:

- Windows Server 2003

- Windows Server 2008 (including SP1) and Server 2008 R2
- Windows Essential Business Server 2008
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More information

Visit our website

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please visit our website.
About Symantec

Symantec is a global leader in providing security, storage and systems management solutions to help consumers and
organizations secure and manage their information-driven world. Our software and services protect against more risks at more
points, more completely and efficiently, enabling confidence wherever information is used or stored.

Symantec World Headquarters

350 Ellis St.

Mountain View, CA 94043 USA

+1 (650) 527 8000

1(800) 721 3934

www.symantec.com

Copyright © 2010 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in the U.S. and other countries.
Other names may be trademarks of their respective owners.

Symantec helps organizations secure and manage their information-driven world with security management, endpoint security, messaging security and application security solutions. 21025217 04/10
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http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_security_management
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_endpoint_security
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_messaging_security
http://www.symantec.com/business/endpoint-protection-for-windows-xp-embedded
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