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OverOverview:view: ProProtection againstection against growing mobile threatst growing mobile threats

Employees increasingly rely on smartphones and tablets, both personally owned and company issued, to achieve higher levels

of productivity. But these productivity gains come with an expanded threat landscape, as mobile devices have become a new

target for cyber attacks. The enterprise is exposed: employee devices frequently access corporate data via mobile apps; many

commercial app stores, particularly those for open mobile operating systems (such as Android™), cannot enforce universal app

screening. As a result, the mobile devices employees rely on are becoming vulnerable points that attackers can exploit.

Symantec Mobility: Threat Protection, the endpoint defense module of Symantec Mobility: Suite, provides powerful, effective

protection against malicious threats and unauthorized data access on Android devices. By deploying comprehensive,

proactive protection against threats such as malware, grayware, and risky apps, you can confidently embrace Android devices,

both employee-owned and corporate-issued, without compromising security. Leveraging cutting-edge technology, research and

intelligence from Norton™ Mobile Insight and the Security Technology and Response (STAR) experts, Threat Protection delivers

exceptional protection without slowing down device performance.

Norton Mobile Insight collects and analyzes the data that helps determine what security and privacy risks apps may pose to the

data on smartphones and tablets. A dynamic system, Norton Mobile Insight has global visibility into the mobile threat

landscape, including:

• More than 15 million apps collected

• 30 thousand new apps analyzed daily

• Over 200 app stores crawled continuously

• More than 5 million consumer devices contributing to Norton Community Watch

Protection against malware, grayware, fraudulent websites and risky apps

Designed for large enterprise-scale deployments, Threat Protection manages thousands of devices through one centralized

console, reducing the cost and complexity of security. Through the console, you can easily set security policies; robust

reporting rapidly demonstrates compliance with internal and security requirements.
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BenefitsBenefits

• Makes it easier to confidently embrace personally owned devices.

• Protects against mobile malware, phishing sites, grayware, apps that leak data and content, apps that drain battery life or

consume excessive data.

• Helps employees to make educated choices about the apps they download.

• Enables compliance with security policies and regulatory requirements.

• Helps minimize employee downtime due to malware.

• Reduces the operational cost and complexity of securing mobile devices on a large scale.

KKey Fey Featureseatures

• Neutralizes malware, grayware and other mobile threats.

• App Advisor powered by Norton Mobile Insight identifies risky apps – apps that leak data and content, drain battery power

or consume too much bandwidth – and allows users to remove them.

• App Advisor for Google Play provides proactive protection by automatically scanning apps before downloading them from

the Google Play store.1

• Anti-phishing Web protection blocks fraudulent websites to protect sensitive information.

• Reduce mobile spam by blocking unwanted calls and SMS text messages.

• Automatically scan SD memory cards for threats when users plug them into device.

• Fast and effective on-device scans have negligible impact on mobile device performance.

• Integration with Symantec LiveUpdate automates and simplifies virus definition updates, helping to ensure that devices are

safe from the latest threats.

• Centralized over-the-air management of policies facilitate consistent security and rapid enterprise-wide deployments.

• Enroll devices that are assigned to a specific user or shared by multiple users (e.g. retail, warehouse, healthcare).

• Reports provide a snapshot of threat status, at-risk devices, non-compliant devices, and more.

• Inclusion in Symantec Mobility: Suite provides a comprehensive, layered approach to mobile security from a single vendor.

Complete Enterprise MobilitComplete Enterprise Mobility Solution with Sy Solution with Symantec Mobilitymantec Mobility: Suitey: Suite

Mobility Suite simplifies mobility management, integrating mobile device management (MDM), mobile application

management (MAM), mobile content management (MCM) and mobile threat protection into one comprehensive, single console

solution. Whether your environment is standardized on corporate-owned devices, enables a choose your own device (CYOD)

program, embraces bring your own device (BYOD), or manages a mix of these options, Mobility Suite makes it easier for

enterprises to master security while maximizing productivity.

Minimum SMinimum Sysystem Requirementstem Requirements

For an up-to-date list of system requirements visit www.symantec.com/mobility/products

More Information

Visit our website

http://www.symantec.com/mobility/

1. Auto scan of apps on Google Play supported on Android 4.0 or later except for Samsung devices. Samsung devices running Android 4.2 or later is supported. For earlier
versions of Android, the Google Play “Share” function must be used to scan apps on Google Play.
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To speak with a Product Specialist in the U.S.

Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please visit our website.

About Symantec

Symantec Corporation (NASDAQ: SYMC) is an information protection expert that helps people, businesses, and governments

seeking the freedom to unlock the opportunities technology brings—anytime, anywhere. Founded in April 1982, Symantec, a

Fortune 500 company operating one of the largest global data-intelligence networks, has provided leading security, backup,

and availability solutions for where vital information is stored, accessed, and shared. The company’s more than 20,000

employees reside in more than 50 countries. Ninety-nine percent of Fortune 500 companies are Symantec customers. In fiscal

2013, it recorded revenues of $6.9 billion. To learn more go to www.symantec.com or connect with Symantec at:

go.symantec.com/socialmedia.

Symantec World Headquarters

350 Ellis St. | Mountain View, CA 94043 USA

+1 (650) 527 8000 | 1 (800) 721 3934

www.symantec.com
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