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iPrism M1200

Internet Filtering with a
True Appliance Solution

If you have the critical responsibility for
establishing and maintaining the security of
your systems and networks and enforcing
your organization’s Internet Security Policy
and Acceptable Use Policy (AUP), iPrism,
from St. Bernard Software, offers the
comprehensive, cost-effective solution

you require. iPrism is a dedicated Internet
filtering appliance that secures your
organization from Internet-based threats
such as spyware, IM, P2P, and inappropriate
content, at the perimeter — ensuring that
your organization is able to mitigate the
risks of legal liability, security breaches,
the erosion of network resources and lost
productivity. iPrism delivers superior
security, performance and value by
combining hardware, OS and application
into one hardened and optimized true

appliance solution.

Highlights

* Exclusive Kernel-Level Filtering
iPrism’s proprietary filtering technology delivers enhanced throughput without
increased latency. You get the speed of pass-by technology with the accuracy and
control of pass-through.

* Most Comprehensive and Accurate URL Database
The exclusive iGuard 100% human-reviewed database uses best-of-breed URL
classification to give you the most accurate filtering solution in the industry. With
millions of sites within 63 categories, you can customize to meet the exact
requirements of your AUP. Your subscription includes automatic, daily database
updates, with the crucial Security category, covering spyware, malware and phishing
sites, updated hourly.

* Lowest Total Cost of Ownership (TCO)
As a dedicated Internet filtering appliance, iPrism requires no additional hardware or
software. Easy to install, configure and administer, it operates virtually maintenance-
free — a true savings for your IT staff and budget. iPrism and all its features are available
for one all-inclusive price, no additional charge for categories such as spyware, IM and
P2P. From initial acquisition through maintenance and renewal, iPrism delivers the
lowest TCO on the market.

Features

Completely Self-Contained Solution

The Pure-Metal Advantage is the result of combining hardware, OS and application

into one hardened and optimized true appliance soltuion, iPrism delivers a unique
combination of true security, performance and value, unrivaled by other hardware or
software solutions. True security because iPrism is hardened against internal and
external attacks, protecting you from Internet-based threats at the perimeter before
they can damage your network. True performance because iPrism delivers proprietary
kernel-level filtering - as fast as pass-by but with the accuracy and control of pass-through
technology. True value because iPrism can be installed and configured easily, requires no
additional hardware or software and virtually no maintenance. From initial acquisition
through maintenance and renewal, iPrism delivers the lowest TCO on the market.

Protection Against Spyware, Malware and Phishing

iPrism gives you superior protection against the pervasive threats of spyware and
malware by blocking the sites that propagate and deliver infected applications to your
organization. You also get protection from sites that foster phishing attacks. This protects
both your networks and employees at the perimeter before harm can reach them.

Block/Monitor Instant Messaging (IM)

Instant Messaging applications have become as pervasive as Internet browsers, yet pose
greater risks because they typically bypass security firewalls. Not only are IM applications
arisk to employee productivity, but threats such as spyware, viruses, and phishing are
evolving to exploit this portal into your organization. iPrism allows you to secure your
organization and employees by blocking and monitoring IM protocols across your network.

Block/Monitor Peer-to-Peer (P2P)

Another threat addressed by iPrism is the liability associated with peer-to-peer activity
such as the illegal file sharing of copyrighted material (music, software, movies, etc.). Of
even greater concern is the potential security breach that directly links the World to your
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Hardware Specification

DIMENSIONS:
1.75"(H) x 17"(W) x 13.5"(D)
WEIGHT:

16.35 lbs

ETHERNET INTERFACES:
2 x 10/100 Full Duplex with Failover,
1 x 10/100 Management NIC

CONSOLE PORT:
1 x DB9 HyperTerminal Settings

AC POWER:
115-230 VAC, 50-60 Hz, 4.0A @115V

POWER SUPPLY:
150W

PROCESSOR:
Intel P3 - 1.2 GHz, Intel 815e chipset

DISK:
120 GB

MEMORY:
512MB

Corporate Office — USA

15015 Avenue of Science

San Diego, California 92128, USA
PHONE:  (858) 676-2277
FAX: (858) 676-2299
EMAIL: info@stbernard.com

United Kingdom

Unit 4, Riverside Way
Watchmoor Park, Camberley,
Surrey GU15 3YQ, United Kingdom

PHONE: +44 01276 401640
FAX: +44 0 1276 684479
EMAIL: info@uk.stbernard.com

The Netherlands
Strawinskilaan 3107
1077 ZX Amsterdam, The Netherlands

PHONE:  +31 20301 2715
FAX: +31 20 642 3649
EMAIL: rpolanen@uk.stbernard.com

Australia

Level 11, Tower B, 821 Pacific Highway
Chatswood NSW 2067

PHONE: +61 2 8448 8191

FAX: +61 2 8448 2010

EMAIL: apacsales@stbernard.com
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Features (cont.)

network via P2P. By monitoring and blocking P2P activity, iPrism secures your organization
against this often overlooked security threat.

Exclusive iGuard Database

The iPrism 100% human-reviewed iGuard database is the most accurate in the

industry with millions of URLs within 63 categories allowing easy customization to fit
your organization's AUP. New URLs are continually added with daily updates sent to your
iPrism automatically. Critical URLs within the Security category, which includes sites
known to carry spyware, malware and phishing, are updated hourly. And the iGuard
database is all-inclusive — no extra charges for so-called “premium” categories. In
addition, the dynamic and robust nature of the iGuard database results in the least false
positives with the greatest control over URL accessibility.

Dynamic Drill-Down Reporting

iPrism has comprehansive reporting capabilities allowing you to generate a wide range of
standard or customized reports. With the new Report Wizard you can create custom
reports from the ground-up or edit existing report templates to suit your requirements.
With drill-down reporting, you can open a top-level bandwidth usage report and quickly
isolate down to one computer to monitor activity.

Real-Time Monitoring

iPrism provides on-demand streaming monitoring, giving you immediate visibility on
Web traffic regardless of protocol used. Monitor your entire network, ranges of IP
addresses, or individuals, while remaining invisible to end-users.

High-Performance Appliances

In addition to the standard Model 1200 iPrism, St. Bernard offers the Model 3100.

The Model 3100 includes all of the features of our standard model plus a gigabit interface,
a faster processor, 4x the memory, RAID 1, and the ability to handle larger volumes of
Web traffic.
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