Data Sheet

McAfee Secure Internet Gateway

Comprehensive protection against web and email threats

Protect your business from spam, phishing, spyware, viruses, malicious web sites, and
inappropriate surfing with our integrated appliance. Step up to enterprise-class protection
in an affordable and easily managed alternative to piecemeal products.

KEY ADVANTAGES

Comprehensive threat

protection

e Asingle appliance defends
against both web and email
threats

The best value in its class

e Enterprise-class coverage at an
affordable, flat-rate price, with
inexpensive renewals

Save precious time

e Cut deployment and
management effort with a
pre-configured appliance that
is automatically updated

Stay safe from current and

future threats

¢ Award-winning technology
backed by McAfee Avert Labs
research

AWARDS

EUROPE
WINNER

“Best Anti-Malware"”
—SC Magazine, 2007

McAfee

Fend off escalating threats

Your most important business tools—email and the web—are also the conduit for
nine out of 10 attacks. Spam, phishing, and spyware are increasing and becoming
more sophisticated and harder to defend against. The impact to your network is
enormous. Your servers are clogged with spam. Your data is at risk. Precious IT staff
hours are consumed.

Outdated solutions and piecemeal products offer poor protection at a high cost. They
leave your network and business systems exposed. And—because they're difficult to
manage—they leave you with no time or budget for other priorities.

McAfee® Secure Internet Gateway provides advanced protection against spam,
phishing, viruses, spyware, and web dangers—all in a single solution. We integrated
all the web and email protections you need in this affordable, easy-to-use device.

McAfee Avert® Labs help you stay ahead of the future threats with 24/7 global
research—just one of the reasons why 120 million users count on McAfee.

Safeguard web and email use

Secure Internet Gateway finds and blocks 98 percent' of spam, including hard-to-
detect image spam, thanks to its powerful combination of detection algorithms. Virus
and spyware blockers scan every download and attachment to keep end users safe.

Built-in McAfee SiteAdvisor™ gives you true web safety. It monitors, warns, or
proactively stops users from visiting web sites that harbor spyware, phishing scams,
or spamming agents. You can also block or report use of inappropriate web sites—
to improve productivity, free up bandwidth, and reduce liability.

Save money, time, and hassle

Secure Internet Gateway is a complete, self-contained solution—from its hardened
operating system to its built-in spam quarantine. There’'s no software to install or
maintain. McAfee applies automatic updates minute by minute to block the newest
threats. Plus, with McAfee ePolicy Orchestrator® you can centrally and efficiently
manage all your gateway, desktop, and mail server protections.

Save time and improve control over your security. All for one affordable, flat-rate price.

" West Coast Labs, November 2006.



SYSTEM CONFIGURATIONS
Model 3000

Single processor

Single hard drive

Single power supply
10/100/1000 networking
512 MB RAM

200 users*

Model 3100

Single processor

Single hard drive

Single power supply
10/100/1000 networking
512 MB RAM

400 users*

Model 3200

Single processor

Dual hard drive (RAID 1)
Single power supply
10/100/1000 networking
1 GB RAM

800 users*

Model 3300

* User guidelines are based on a conservative assumption
of 50 messages received per hour per user with all email

Dual processor

Dual hard drive (RAID 1)
Dual power supplies
10/100/1000 networking
Fiber networking
Out-of-band management
4 GB RAM

1,200 users*

and web security features activated.

Anti-Spam
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McAfee

Keep spam out with proven anti-spam technology

¢ Detect and block 98 percent of spam, including image spam, with few false positives
(validated in independent certification by West Coast Labs)

e Streaming updates quickly shut down new forms of spam

e Increase control with built-in quarantine and advanced spam management

Detect and intercept viruses and spyware

e Block viruses and spyware at the gateway—Dbefore they infect your network and desktops
e Reduce cleanup costs by preventing threats from entering your network

e Scan all downloads: email (SMTP and POP3) and web (HTTP, including webmail)

Surf safely with McAfee SiteAdvisor

° Give users true web safety against malicious web sites that harbor spyware, phishing
scams, or spamming agents; forewarn them about potential spam and dangerous exploits

e In-depth content inspection and site testing go beyond traditional URL filtering to
allow, warn, or block access based on content and spamming potential

e Educate users with intuitive safety ratings and threat profiles for web sites

Put an end to inappropriate and frivolous web surfing

e Preserve network bandwidth and improve security by blocking inappropriate or
frivolous web use like gambling, shopping, and music downloads

e Enforce appropriate use policies and report on individual web surfing behavior with
our optional web filtering module

Improve email privacy compliance

e Use predefined dictionaries and heuristics to automatically scan email for financial
and private information as defined by the Health Insurance Portability and
Accountability Act (HIPAA), the Gramm-Leach-Bliley Act (GLBA), the Sarbanes-Oxley
Act (SOX), and PCl regulations

e Block, monitor, or encrypt detected messages to ensure compliance

e Scan more than 300 different types of attachments

Gain better control over your security with McAfee ePolicy Orchestrator

¢ Manage policies and configurations with a single console for desktop, gateway,
and mail servers to improve visibility and reaction times when under attack

® Get customizable, graphical reporting for multiple audiences—high level or detailed

McAfee Secure Internet Gateway

Filter SMTP, POP3, HTTP, and FTP

Block spam, spyware, phishing, viruses,
malicious web sites, and inappropriate surfing
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