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Shine a light on every endpoint security risk.
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Securing your IT environment can feel a bit like playing a game  
of Whac-A-Mole.™ Just when you think you’ve secured your  
network infrastructure from all the potential intruders out there, 
another one pops up to taunt you. With the proliferation of 
internet-enabled devices saturating the market, nearly any type  
of technology can be considered an endpoint security risk.

In this increasingly complex environment, it can prove challenging 
to defend your business against the full range of attacks it faces. 
That’s why we’ve compiled three of the most commonly overlooked 
endpoint security risks, so you can learn how to secure them all.

1. Don’t forget about your printers and copiers.
Businesses tend to regard printers as “set it and forget it” devices. 
In other words, devices that don’t harbor any serious security 
vulnerabilities. In fact, just 53% of IT managers realize their  
2% of printers are secure.1

This lax approach to printer security is a serious liability. Why?  
When determining their path of attack, hackers target the  
endpoint that’s easiest to penetrate. Since many overlook the 
importance of defending it, digital criminals often exploit the  
print environment. From there, they can pillage a corporate 
network and help themselves to whatever data or information  
they want. 

Fortunately, there are many ways you can bolster the business’s 
defenses against these attacks. Newer printers feature real-time  
threat detection, automated monitoring, and software validation 
to head off potential assaults. Some models can even heal themselves  
after an attack. Printer administration tools also streamline the 
process by setting company-wide security configuration policies 
and automatically validate settings for every printer in the 
fleet. You can partner with Zones for an expert assessment of 
vulnerabilities in your print environment.
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2. Stay one step ahead of connected devices.
Connected devices represent another massive endpoint security 
risk. This category includes a huge variety of devices ranging 
from wearable gadgets, like smart watches, to industry-specific 
appliances, like medical devices. The IoT market will keep expanding 
and is expected to hit $661.74 billion by 2021.2 Further, IoT device 
manufacturers have been criticized for rushing devices to markets 
that collect a lot of sensitive data, yet lack even basic information 
security standards in their design.3 Some devices even fail to require 
complex passwords or use strong encryption. Poor IoT device security 
has already threatened the stability of the internet.

Remember the outage in which major services, such as Twitter, 
Spotify, and PayPal, went offline for a long stretch of time? A 
major source of the attack was IoT devices compromised by Mirai 
botnet malware without their owners’ knowledge.4 Meanwhile, 
hackers recently targeted a hotel in Austria with IoT ransomware 
that compromised its key card system, locking the company out 
of its own computer network and preventing a dozen guests from 
entering their rooms until the company paid the ransom.5

How can your businesses defend against this growing threat? 
Before deploying any devices, determine whether hackers can 
easily identify existing user accounts or steal personal data. You 
should also stay current with patches issued by the manufacturer. 
If any of your IoT data is stored in the cloud, then you should 
carefully review how your cloud vendor secures that data.

You may also consider an IoT management solution that 
incorporates security protections, like those you might expect  
to find in a mobile device management (MDM) solution. If your  
IT team is crunched for time, it may prove beneficial for Zones  
to conduct an in-depth IoT security review that provides actionable  
follow-up steps tailored for your business.

3. Lock down your mobile devices.
Mobile malware has been approaching the same level of 
sophistication we've seen in desktop and laptop computers for 
some time. As with IoT devices, hackers increasingly target mobile 
devices in malware attacks. A recent report from Nokia’s Threat 
Intelligence Lab found that mobile infections increased 83% in the 
second half of 2016.6 However, 64% of respondents to a recent 
survey on mobile security reported they’re unprepared for a 
mobile attack.7

To improve your mobile security, consider investing in an MDM 
solution that keeps your mobile devices current with security 
patches and applies security policies (for example, preventing 
them from connecting to unsecured wireless networks). Make sure 
to carefully vet the apps installed on company devices, including 
BYOD devices. Although app stores are becoming more vigilant 
in screening out malicious apps, some bad actors still slip through 
undetected. Remember the Pokemon Go craze? Opportunistic 
hackers piggybacked on the game’s popularity and released 
copies of the app injected with malware.

Conclusion.
There’s no getting around it: The number of endpoint security 
risks is skyrocketing. In some cases, a business will face unique 
risks due to the nature of its work or the vertical in which it 
operates. For this reason, a comprehensive security assessment 
performed by Zones experts can prove useful in helping your 
company identify and prioritize which vulnerabilities to secure. 
This can allow you to leverage the tremendous benefits new 
technologies offer while ensuring your network environments  
and mission-critical data are safe, sound, and secure. Best of all,  
it’s as easy as 1, 2, 3.
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