
For more than 30 years, ESET® has been developing industry-leading IT security 
software and services, delivering instant, comprehensive protection against 

evolving cybersecurity threats for businesses and consumers worldwide.

ESET—a global player in information security—has been named as the only 
Challenger in the 2018 Gartner Magic Quadrant for Endpoint Protection Platforms.*

*Gartner Inc, Magic Quadrant for Endpoint Protection Platforms, Ian McShane, Avivah Litan, Eric Quellet, Prateek Bhajanka, January 24, 2018. Gartner does not 
endorse any vendor, product or service depicted in its research publications. Gartner research publications consist of the opinions of Gartner’s research organization 
and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of 
merchantability or fitness for a particular purpose.
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ESET PROTECT Advanced includes ESET’s essential security 
products to help you build a multilayered security portfolio 
with one convenient bundle. This package combines 
endpoint security with full disk encryption and cloud 
sandbox analysis for next-level protection against today’s 
increasingly sophisticated attacks, including zero day exploits, 
ransomware and advanced persistent threats (APTs). For 
the remote workforce, it adds an extra defense against 
phishing and other scams, and encrypts data at rest on each 
user’s devices. It’s completely manageable through the ESET 
PROTECT Cloud console, improving total cost of ownership.

Why you need it
Profits from cyberattacks are estimated in the trillions 
annually, providing criminals with the resources and 
motivation to step up attacks and create more complex code 
designed to circumvent existing security measures. ESET 
PROTECT Advanced augments your award-winning endpoint 
protection with advanced analysis and data encryption, 
providing the best line of defense against the latest threats.

Why cloud sandbox: Files submitted to the cloud 
sandbox, ESET Dynamic Threat Defense, are run through 
a user simulation that includes three machine learning 
models to fully understand their behaviors. This is vital 
in today’s threat landscape because many files may 
not be malicious on their own but act as agents for 
other destructive malware. Your entire organization is 
protected as soon as the file is submitted and 90% of 
cases are analyzed and reported in under five minutes.

Why full disk encryption: By securely encrypting 
the personal data records you hold, your business or 
organization can better protect itself in the event of 
a system breach. That’s because such incidents are 
much less likely to be considered a compliance failure 
by regulatory authorities if data is properly encrypted.

Why cloud management: ESET PROTECT Advanced 
provides centralized remote management via the 
cloud. With no additional servers to configure or 
hardware to maintain, ESET PROTECT Advanced 
lowers your total cost of ownership and further 
simplifies setup and overall operations.

What’s included
Cloud-based console
Endpoint protection platform
Cloud sandbox
Full disk encryption

Key benefits
Improved protection against ransomware and 
zero day attacks via cloud sandboxing

Increased ease of operations and lower total cost 
of ownership with cloud-based management

Advanced machine learning, deep behavioral 
inspection and ransomware shield enhance 
ESET’s powerful endpoint protection

Protects company data and helps meet regulatory 
compliance through advanced data encryption

Deep dive: ESET PROTECT Advanced

Ultimate digital security for business
ESET PROTECT 

Entry
Multilayered business protection 

with one-click deployment.

ESET PROTECT 
Enterprise

Cyber risk management and visibility 
into IT environment, including 

Endpoint Detection and Response.

ESET PROTECT 
Advanced

Eliminate ransonware and zero-day 
threats easily via cloud console.

ESET PROTECT 
Mail Plus

Secured email communication 
with cloud-based sandboxing.

ESET PROTECT 
Complete

Secured cloud applications and 
multilayered endpoint protection.



ESET PROTECT 
Entry

ESET PROTECT 
Advanced

ESET PROTECT 
Complete

ESET PROTECT 
Enterprise

ESET PROTECT 
Mail Plus

Old bundle name EEPAC ERWO — — —

Available quantity* 5 - unlimited 5 - unlimited 5 - unlimited 100 - unlimited 5 - unlimited

Cloud console ✔ ✔ ✔ ✔ ✔

On-premises console ✔ ✔ ✔ ✔ ✔

Endpoint Protection 
(EES+EEA+EFS) ✔ ✔ ✔ ✔

Cloud Sandboxing (EDTD) ✔ ✔ ✔ ✔

Full Disk Encryption (EFDE) ✔ ✔ ✔

Mail Security (EMSX) ✔ ✔

Cloud Office Security (ECOS) ✔

EDR (EEI) ✔**

Learn More

Our products and technologies stand on 3 pillars

ESET LIVEGRID®

Whenever a zero-day threat such 
as ransomware is seen, the file is 
sent to our cloud-based malware 

protection system—LiveGrid®, 
where the threat is detonated and 

behavior is monitored. Results  
of this system are provided to all 

endpoints globally within minutes 
without requiring any updates.

MACHINE LEARNING

Uses the combined power of 
neural networks and handpicked 

algorithms to correctly label 
incoming samples as clean, 

potentially unwanted or malicious.

HUMAN EXPERTISE

World-class security 
researchers sharing elite 

know-how and intelligence to 
ensure the best round-the-

clock threat intelligence.

Learn MoreLearn MoreLearn MoreLearn More

**EEI currently available in the on-premises console only

http://images.protect-us.eset.com/Web/ESETLLC/{20ab8eff-1452-4f5f-aaf4-9c5059e24f26}_ESET-PROTECT-Entry-overview.pdf
http://images.protect-us.eset.com/Web/ESETLLC/{7a81f7a7-1a5d-4898-b2ea-309e6dba059a}_ESET-PROTECT-Advanced-overview.pdf
http://images.protect-us.eset.com/Web/ESETLLC/{8f136027-e471-4f1b-97ef-c8271e6c136b}_ESET-PROTECT-Complete-overview.pdf
http://images.protect-us.eset.com/Web/ESETLLC/{c871b0a5-3fea-491f-aa16-a1358bce8db9}_ESET-PROTECT-Enterprise-overview.pdf
http://images.protect-us.eset.com/Web/ESETLLC/{11e1d4a9-7f89-40ae-9df3-fb34603344d0}_ESET-PROTECT-Mail-Plus-overview.pdf
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