
Duo’s Trusted Access platform is a holistic 

security solution that reduces your risk of a data 

breach caused by compromised credentials, 

known vulnerabilities and/or exploits.

Using two-factor authentication, Duo verifies your users’ 

identities. Then, Duo checks your users’ devices for 

out-of-date software, missing security features and 

certificates, enabling you to enforce device access 

policies to block any risky or untrusted devices.

Finally, Duo grants your users access to only the 

applications you want them to access, while giving 

them simplified access to their on-premises and 

cloud applications with secure single sign-on.

Trusted Access 
Duo ensures only Trusted Users and  
Trusted Devices can access Every Application.



Trusted Users
Verify your users’ identities with 
two‑factor authentication:
• Easy-to-use authentication app, Duo Mobile 

allows for easy one-tap login via Duo Push

• Other methods include U2F, SMS passcodes, 

mobile OTP, phone callback & security tokens

• Works with various identity providers (AD, 

OneLogin, Okta, Ping) through multiple 

authentication protocols (LDAP, SAML, OIDC)

• Easily provision users, and automate 

management with Admin APIs

• Vulnerability assessments using Duo’s phishing 

simulation tool

Enforce user access policies:
• Block logins based on IP or countries

• Block users on anonymous networks, like Tor

Trusted Devices
Check the security health of all your 
users’ devices, including:
• Out-of-date operating systems, browsers or 

plugins

• Enabled security features, like screen lock

• Rooted or jailbroken status

• Trusted or not based on certificates

Enforce device access policies:
• For corporate-owned vs. personal devices

• Control what devices can access apps based on 

device certificates

• Block, notify and restrict access of users with 

risky devices

• Prompt users to update their own devices

Authentication Methods to 
Support Every User
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Every Application
Secure access to any 
application: 
• Integrate with on-premises apps like

RDP, SSH, UNIX & more

• Secure VPNs & remote access

gateways like Cisco, Juniper, etc.

• Native support for protecting all cloud

apps like Office 365, Salesforce, AWS

& more

• Protect federated cloud apps

• Allows users to connect to

on-premises web apps without a VPN

Enforce application access 
policies:
• Control which internal apps are

accessible by remote users

• Provide a single web portal to access

on-premises and cloud-based

applications with Duo’s secure single

sign-on (SSO)

Protect Every Application

…and many, many more.

Duo makes security 
painless, so you 
can focus on what’s 
important. 



 “Duo gives us confidence that access to 
our cloud‑based systems is controlled, 
locked‑down, and verifiable.”
David Root 

Root Logistics

 “Duo Security has greatly simplified the 
management of two‑factor access, allowing 
us to focus on more strategic initiatives.”
Kevin Shanahan 

Sirius Computer Solutions

Our Mission  
is to Protect  
Your Mission.
You have your own mission to fulfill — and managing security 

shouldn’t stand in your way. Put your passion into your 

business, and trust the experts at Duo to secure it.

Duo builds security for people.
In this new world, people-centric security is the only effective 

security. That’s why we designed our security solution to 

work with your technology, people and their devices.

We’re more than a security company. 
We’re a Trusted Access company.

Duo Security helps defend organizations against data breaches 

by making security easy and effective. Duo Beyond enables 

organizations to provide trusted access to all of their critical 

applications, for any user, from anywhere, and with any device. 

Duo is a trusted partner to more than 10,000 customers 

globally, including Dresser-Rand, Etsy, Facebook, K-Swiss, 

Random House, Yelp, Zillow, Paramount Pictures, and more. 

Founded in Michigan, Duo has offices in Ann Arbor and 

Detroit, as well as growing hubs in Austin, Texas; San  Mateo, 

California; and London, UK. Visit duo.com to find out more.

The Most Loved  
Company in Security

Try it for free at Duo.com and join thousands 
of happy customers, such as:

For more information, contact your Zones 
account manager, or call 800.408.ZONES.

www.zones.com



