
Sophos Cloud Firewall Manager
Centrally manage your customer firewalls from the cloud
Sophos Cloud Firewall Manager (CFM) offers a powerful centralized management 
solution to manage all your customer’s XG Firewalls. You get full-featured 
centralized management with all the benefits of a cloud-based solution, including 
instant deployment and anytime, anywhere access. Sophos Cloud Firewall Manager 
saves you time and effort, enabling you to focus on expanding your value-added 
security services to create new revenue streams and grow your business.

Highlights

ÌÌ Get up and running 
instantly with anytime, 
anywhere access in the 
cloud

ÌÌ Enroll and configure new 
customer firewalls quickly 
and efficiently

ÌÌ Full-featured configuration 
and monitoring

ÌÌ Configure and tune 
security, web, application, 
IPS, anti-spam policies 
and much more

ÌÌ Re-usable configuration 
templates enable 
convenient and consistent 
protection

Expand your security services
Sophos Cloud Firewall Manager offers a powerful, full-featured centralized management 
solution for all your customer’s XG Firewalls. It enables you to expand your security 
services portfolio to include configuration tuning and monitoring of system health, uptime, 
security incidents, and more. And it couldn’t be easier to get up and running thanks to the 
convenience of the cloud, with instant deployment and anytime, anywhere access.

Reduce deployment time and support costs
Sophos Cloud Firewall Manager save you time, effort, and ultimately money, managing 
the day-to-day network security operations of your customers. Common tasks are simple, 
whether you’re deploying a new customer firewall, upgrading firmware, maintaining 
backups, resolving security incidents or troubleshooting issues, it’s fast, effective, and 
convenient with Sophos Cloud Firewall Manager.

Enable proactive support
Sophos Cloud Firewall Manager provides at-a-glance insight into your customer’s network 
and device health including security, resources, availability, and licensing status. Take 
advantage of a variety of helpful monitoring views that provide the level of detail and 
oversight you need. Adjust threshold values for monitoring parameters and configure 
important email notifications for a range of events like connectivity status change (device, 
gateway, VPN, HA, RED), subscription status (expiry), resource utilization (CPU, Memory 
and Disk usage), and threshold-based security alerts (intrusion attacks, ATP Events, Virus, 
Security Heartbeat).



Sophos Cloud Firewall Manager

Powerful tools make your job easy
ÌÌ Centrally manage configuration of security policies, 

Application filtering, Web filtering, IPS, VPN, 
Email, and more for your customer firewalls

ÌÌ Create re-usable configuration templates to setup 
a new customer firewall in minimum time

ÌÌ Get flexibility to group devices by model, firmware, 
company name, country, state, city, device name

ÌÌ View details of configuration changes and roll back 
configuration changes by using Change Control and Logging

Sophos Cloud simplicity and scalability
As part of Sophos Cloud, you’ll be up and running in minutes. 
And you get the advantage of cloud scalability that enables you 
to grow and add new customers and devices without investing 
in more management infrastructure. 

Sophos Cloud Firewall Manager is integrated with Sophos 
business systems and is accessible from the Cloud Partner 
Dashboard. Sophos Partners can request authorization to 
manage customer firewalls from the Sophos Cloud Partner 
Dashboard and customers can approve or reject the request 
from their MySophos account.

Accessible anytime, anywhere
You can access your Sophos Cloud Firewall Manager at any 
time from any where enabling you to deliver reliable support 
for your customer’s network security 24x7 even when you are 
away from the office.
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