
Product Overview 
Novell® ZENworks® Mobile Management pro
vides advanced device controls and policy 
man   agement for iOS and Android, and other 
Ac tive Syncenabled devices—all from a sin
gle administrative console. The product ad
dresses all of the pain points administrators 
and managers face to day, including bring
yourowndevice policies (BYOD), security, 
application management, asset and inventory 
management and compliance issues.

 Are your users bringing in their own iPads, 
Androids and other devices, then asking 
for access to corporate email? 

 Do you need help tracking who is, and how  
many devices are, accessing your network? 

 Do you plan to roll-out tablets to workers  
in the field, in the office or anywhere else? 

If you answered yes to any of these questions, 
you already know how valuable ZENworks 
Mo bile Management can be: It meets all of 
these management challenges and many 
more.

Key Benefits
Novell ZENworks Mobile Management helps 
your organization with:

 Centralized management tools  
that make it easy to deploy new mobile 
devices in the workforce, whether the 
devices are company issued or privately 
owned. IT can ensure that users have  
the right credentials and access levels 
for company email, calendaring and 
 contacts, as well as the right applications 
and files for each device. IT can even 

track device use and the applications  
that users download onto their devices. 

 BYOD support that helps you  optimize 
user productivity on a variety of device 
platforms—including iOS and Android, 
and most other ActiveSync devices. 

 Security and compliance capabilities 
that provide auditing and compliance 
management tools so you know who is 
controlling what and how they are doing it.

 Volume licensing so you can bring 
down costs. With membership in Apple’s 
Volume Purchasing program, you can 
save on and manage apps and licenses  
in the enterprise app store.

Novell ZENworks  
Mobile Management
Extend your endpoint management to all the mobile devices in your IT environment from a 
single administrative console. Protect yourself from risk with security policies and manage 
both employee-owned and company-owned devices.

Data Sheet
Endpoint Management

System Requirements

Please visit www.novell.com/zmm for detailed 
product specifications and system requirements.

http://www.novell.com/zmm


“Being able to allow field staff to use mobile devices 
while performing their jobs throughout the city, and use 

them securely, is invaluable to the City of Fresno.”

PAUL PEDRON
Senior Network Systems Specialist

City of Fresno

www.novell.com

By engaging Novell Services for Premium 
Support, Consulting or Training, we can  
help you get the most of your product 
 investment to suit your business needs.  
Please contact us today, or contact your  
local Novell Solutions Provider:

Premium Support and Consulting: 
1 800 714 3400 U.S./Canada
1 801 861 4272 Worldwide
crc@novell.com
 
Training:
1 800 233 3382 U.S./Canada
1 801 861 3381 Worldwide
training@novell.com
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Key Features
 Over-the-air, hands-off enrollment 

automates the process of enrolling each 
new device by leveraging ActiveSync mail 
server user credentials during the device 
registration process.

 Application and file management 
ensure the right applications and files 
are available to authorized users via the 
enterprise app store.

 Customizable security settings 
 empower security teams and chief 
 information security officers (CISOs) to 
define and customize security policies for 
mobile devices and audit enforcement.

 The ability to encrypt, lock and wipe 
devices enables you to manage data 
based on the level of security your industry 
and organization requires. 

 Inventory and asset management 
enables you to see what’s connecting 
to your organization’s network, as well 
as enabling you to track and manage all 
the mobile devices in your  organization. 
Detailed reporting proves that devices are 
secure, tracks user-based changes to 
security settings and shows that adminis-
trators are taking actions that comply with 
corporate policies.

 Alerts and notifications report on 
compliance, licensing and management 

needs. You can set alerts to  automatically 
bring problems, violations or security 
 setting changes to IT’s attention.

 User self-administration portal gives 
users the controls to locate, lock and even  
wipe a device if needed— allowing admini-
strators to use their time more productively.

 Enterprise app store allows you to 
 distribute applications based on your  
organization’s access policies. Users don’t  
have to search for corporate applications— 
they just click or touch to view everything 
they can download.

 LDAP support allows ZENworks  
Mobile Management to work with Active 
Directory, NetIQ eDirectory and other 
LDAP directories. This means IT can 
 assign policies and priorities to groups  
in your directory, rather than applying  
them to mobile devices one by one.

 Support for Apple’s Device 
Enrollment Program allows you to 
require MDM to be configured as part of 
the user’s initial device setup and allows 
over-the-air supervision of the device.

 SAML support allows you to use 
 advanced authentication provided by 
SAML Identity Providers such as NetIQ 
Access Manager during enrollment of  
the device.
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