
 Connected Cloud Feature Matrix 

Connected Cloud Feature Set 
Basic  

Management 

Advanced 

Management 

Multi-OS Device Management   

 Minimum Purchase 25 50 

 iOS Yes Yes 

 Android  Yes Yes 

 Blackberry No No 

 Windows Phone  Future Future 

 Central web-based multi-OS console Yes Yes 

 Global scalability Yes Yes 

 Inventory and asset management Yes Yes 

 Device configuration Yes Yes 

 Encryption policy Yes Yes 

 Password enforcement Yes Yes 

 Remote lock and wipe Yes Yes 

App Management   

 Inventory Yes Yes 

 Secure publishing & delivery Yes Yes 

 Unlimited in-house apps No (limit 2) Yes 

 Blacklist/whitelist Yes Yes 

 Retire iOS MDM managed apps Yes Yes 

 Rogue app detection Yes Yes 

 Certificates for internal functions such as 

Apps@Work authorization, iOS MDM enrollment 
Yes (on-board CA) Yes (on-board CA) 

Advanced Security & Certificates   

 Posture detection Yes Yes 

 Use certificates for Apps@Work authorization Yes (on-board CA) Yes (on-board CA)  

 Wi-Fi certificates No Yes (on-board CA) 

 VPN certificates No Yes (on-board CA) 

 Email certificates No Yes (on-board CA) 

 App certificates (where available) No Yes (on-board CA) 

Email/Calendar/Contacts   

 iOS Yes Yes 

 Android May require NitroDesk 

Touchdown 

May require NitroDesk 

Touchdown 

Real-time Roaming Control   

 Alert when roaming starts Yes Yes 
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Lost Phone Recovery   

 Locate and map Yes Yes 

Administration   

 Over-the-air provisioning Yes Yes 

 Group-based actions Yes Yes 

 Broadcast SMS, APNs, C2DM Yes Yes 

 Persistent logs and audit trails Yes Yes 

Enterprise Privacy   

 Selective wipe Yes Yes 

 Privacy policy Yes Yes 

Monitoring and Reporting (Atlas)   

 Delegated administration Yes Yes 

 Security and policy compliance Yes Yes 

 Application inventory Yes Yes 

 Infrastructure monitoring Yes Yes 

 OS breakdown Yes Yes 

 Roaming status Yes Yes 

Directory Integration (Connector)   

 Active Directory or LDAP integration No Yes 

 User authentication No Yes 

 User attribute and group lookups No Yes 

 Custom attributes No Yes 

 Group-based policies and configurations No Yes 

Email Access Control (Sentry)   

 ActiveSync connection activity and device visibility No Yes 

 Policy-based blocking of email access No Yes 

Optional Capabilities   

 App Delivery Network  No No 

 Docs@Work email DLP and SharePoint access No Yes (add’l fee) 
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