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McAfee Cloud-Based Security for SMBs
Easy to manage security that fits your business, budget, and growth 

Cybercriminals are targeting growing businesses like yours. They’re zeroing in, believing 
that your business is an easier target because you can’t afford a sophisticated security 
framework. Maintaining an up-to-date defense perimeter around your systems is 
increasingly difficult in the face of rapidly changing attack strategies and the realities 
of limited budgets. Still, there’s an answer to this dilemma—cloud-based solutions 
that deliver the most effective, up-to-date security solutions that are both scalable and 
affordable. With Software-as-a-Service (SaaS) suites covering email, web, desktops,  
and mobile devices, McAfee can help protect your business against the growing list  
of known and unknown threats.  

Comprehensive protection for your local business 
means an integrated security solution that is always 
on guard and always up to date—not just in 
the office, but also wherever employees work 
remotely. McAfee security solutions for SMBs 
provide protection against endpoint, email, and 
web threats—all managed online through the 
McAfee SecurityCenter.

Lower Total Cost of Ownership
Reduce your software licensing costs and hardware 
investment by subscribing to McAfee SaaS security 
solutions to automate security updates and free 
your IT staff. McAfee Gold Technical Support 
provides 24/7 phone and online coverage and 
is included in the subscription for easy access 
to trusted security experts. All customers have 
instant access to the online McAfee SecurityCenter 
for centralized management and reporting.

Comprehensive Coverage in a Single Solution
McAfee SaaS security solutions are designed for all 
types and sizes of businesses helping you put an 
end to point products with single, integrated suites.

Always On-Guard Security
One of the most beneficial aspects of SaaS is that 
no matter what security technology you are using, 
the protection profile is never obsolete with daily, 
automated updates and continual service upgrades. 
Rely on McAfee subject matter experts to manage, 
maintain, and upgrade your solutions behind the 
scenes and ensure that your protection profile is kept

up to date without interruption. Fast, transparent 
updates proactively defend your desktops, servers, 
and email against ever-evolving attacks.

Relentless Security
Integrated into McAfee SaaS security solutions, 
McAfee Global Threat Intelligence™ reputation 
technology is always-on protection that uses 
behavioral-based scanning to reduce exposure 
from unknown threats. It quarantines and blocks 
threats in real time and closes protection gaps.  
This technology keeps users continuously pro-
tected from advanced threats even before the 
signature is developed.

Quick Deployment to All Users
Regardless of where your users are, centralized 
deployment and configuration settings make for 
simple management over the Internet so your 
users are protected more quickly and stay up to 
date. Push or silent installation options are also 
available for desktop protection technology.

Simplified Security Management
Centralized installation, Microsoft Active Directory 
synchronization, configuration, reporting, updates, 
and group management can all be accomplished 
from the web-based McAfee SecurityCenter console. 
Via a web browser, you can access the secured 
McAfee SecurityCenter to customize reporting 
widgets, schedule reports and upgrades to local 
assets, or even run virus and spyware scans on 
the endpoints—in addition to administrating  
all SaaS email and web technologies.

Key Advantages

Security in a single SaaS solution
•	Single, integrated solutions 
for desktop, file server, email 
security and encryption, and 
web security that are easy to 
install and easy to maintain

Easy and affordable
•	Get virus, spyware, spam, web 

security, phishing, and desktop 
firewall protection; web-based 
management and reporting; 
automatic updates and upgrades; 
and around-the-clock technical 
support for an annual low-cost 
subscription fee

•	Reduce the need for security 
management software, hard-
ware, support, or dedicated 
IT staff. McAfee manages the 
security SaaS infrastructure off- 
site and provides automated 
maintenance and reporting.

McAfee SecurityCenter simplifies 
management
•	With this simple-to-use, web-

based console, you manage 
and generate reports on your 
security services

•	Quickly customize reporting 
dashboards for better visibility

•	Create multiple user groups, 
centralize all installations, 
configurations, reports, and 
schedule updates
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Figure 1. The McAfee SecurityCenter provides centralized 
management of installations, reporting, and policy setting. 

Integrated Web Security
McAfee SiteAdvisor® technology warns your 
employees before they visit a potentially danger-
ous website and helps them avoid online threats in 
real time. By testing websites and delivering safety 
ratings to users while they browse, it helps users 
stay safe online. You can extend your protection by 
enabling McAfee SaaS Web Protection. Instead of 
relying on your users to not click on a hazardous 
website, these sites can be filtered with our industry-
leading gateway anti-malware engine and blocked 
entirely, if appropriate. Users are presented with 
information explaining why they are not allowed 
to browse to a particular website.

Email Security Beyond Spam
When you think about email security, blocking 
inbound threats before they affect your network, 
employees, or business operations comes to mind.  
Did you know this is just half the battle? Email 
is today’s engine of productivity, so you need to 
ensure continued access to email to keep your 
business running. In highly regulated industries, 
inspecting outbound emails to protect intellectual 
assets, comply with regulatory requirements, and 
block inappropriate content may require expertise 
beyond your core competency. A snap to deploy, 
McAfee email security blocks inbound and internal 
threats, keeps your business running, and helps 
you meet compliance with built-in regulatory 
compliance templates and encryption capabilities 
that are easy to use, even from mobile devices. 

Free 30-Day Trial
Experience the value of McAfee SaaS Security 
solutions with a free 30-day trial. Visit  
www.mcafee.com/SMB.

Learn More
Visit www.mcafee.com, or call us at 
888.847.8766, 24 hours a day, seven days a week.

McAfee Products

McAfee SaaS
Endpoint 

Protection Suite

McAfee SaaS
Endpoint and Email 

Protection Suite

McAfee SaaS
Total Protection™ 

Suite

McAfee SecurityCenter for centralized visibility through an 
online management console

• • •

Desktop and file server antivirus and antispyware scan and  
block out malware

• • •

Desktop firewall blocks hackers and intrusions • • •

Web security for safe surfing • • •

Web filtering blocks unwanted websites • •

Email server protection scans for viruses and spam in-house • •

Email scanning stops malicious spam and phishing in the cloud, 
and email continuity provides protection during any planned or 
unplanned email server outages

• •

Pre-built compliance libraries and email encryption to identify 
and secure emails containing sensitive data

•

Web protection filters all web traffic prior to the malware 
entering the network and enforces corporate web usage policies

•

McAfee Solution Services Partners
McAfee partners offer 
professional services that  
range from installation to 
management. Contact McAfee 
today to learn how McAfee 
Partner Security Services can  
help you—from implementation 
to ongoing remote monitoring 
and enhanced support services.


