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Control mobile data enterprisewide with the all-in-one  
laptop backup, recovery, and data security solution. 
EVault® Endpoint Protection offers all-in-one backup, recovery, and data security 
to control data across your enterprisewide mobile workforce. With automated 
backup to the EVault/Azure cloud—and other flexible hosting options—granular 
policy management and advanced security, EVault Endpoint Protection makes 
mobile data protection easy and safe for IT and end users. Now you can get all 
the productivity gains enabled by today’s enterprise mobility.

All-In-One Solution Lowers TCO, Enhances  
Adoption: Great for IT, the Company and the User 
Mobile devices have transformed your organization. Now, to 
increase productivity and ensure security, you need a single 
enterprise endpoint solution that manages remote data flow, 
improves remote data access, and minimizes data leakage. 

EVault Endpoint Protection gives you a central console 
for controlling a full range of integrated policies. Manage 
multiple organizational layers and user groups. Configure 
retentions to include up-to-the-minute backups, multiple 
retention versions per user or group, and various bandwidth 
options; these can be managed by the IT administrator 
or delegated to specific users or groups. Backup data is 
automatically transferred through optimized processes: 
bandwidth throttled, compressed, encrypted, and globally 
deduplicated. Advanced security features enable you to 
wipe and lock down remote mobile data. 

Choose among several hosting environments. The EVault cloud is hosted on the Azure 
infrastructure and managed by the EVault team of data protection experts. These highly 
resilient, SSAE 16-compliant, and ISO-certified data centers provide geo-redundant 
storage with a 99.9-percent uptime. Or host the solution in your own onsite vault or 
cloud, or in an EVault cloud-connected™ (onsite/offsite hybrid) deployment. You can even 
add local storage to complement cloud replication for data transfer flexibility, reduced 
bandwidth costs, and faster recovery. 

Key Benefits

• Empower IT with  
mobile data oversight 
enabled through central 
policy controls

• Lock down endpoint 
data using advanced 
security features

• Ensure reliable,  
worry-free remote  
data backup

• Maximize user 
productivity; includes 
self-service recovery 

• Customize your  
hosting environment

 — EVault/Azure Cloud

 — EVault partner cloud

 —  Your own onsite 
vault or cloud

 — Onsite/offsite hybrid

 —  ROBO with  
local storage 

Data Breach Numbers
Consider these sobering 
numbers from the 
Ponemon Institute (2011).

• Average cost of a single 
data breach: $5.5M

• Percentage of laptops 
stolen: 10% (three-
quarters of missing 
laptops disappear at 
work or at conferences)

• Percentage of data 
breach victims 
(customers) who cut 
ties with the offending 
organization: 20%

Gold Independent Software Vendor (ISV)
Gold Business Intelligence
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Great for IT: More Oversight, Less Overhead
• Centralized, policy-based administration makes it easy on IT staff

• Deduplication and incremental, block-level backups make it easy on your network

• Cloud deployment makes it easy on your infrastructure

Great for the Company: Lock Down Endpoint Data to Avoid Data Leakage 
• Powerful, government-grade 256-bit encryption 

• Remote data wipe and device tracing 

• Port access controls to ensure safe data handling

• Secure, geo-redundant Tier 4 data center hosting options  

Great for Users: Worry-free Backup, Self-Service Recovery for Unimpeded Productivity 
• Silent, non-disruptive backups

• Easy interface for self-service recovery—no Help Desk support required

• Policy controlled remote access from anywhere 

HOW IT WORKS

1 Backup & Recovery 2 Security

EVault/Azure
Cloud

Partner
Cloud

Onsite
Vault

Mobile Devices

Storage

3  Enterprise Management

CENTRAL                             ADMINISTRATION

Take the Next Step
To learn more about EVault backup and recovery services, call us at  
1.877.901.DATA (3282), email us at concierge@evault.com,  
or visit us at www.evault.com.

For a free 30-day EVault Endpoint Protection trial, visit: 
www.evault.com/EEP-free-trial.

Operating Systems
• Windows Vista, XP, 7, 8

• Mac OS (Mac OS 
encryption) 

Mobile Access Platforms
• Android, Apple iOS, 

Windows 8

Languages Supported
• English, French,  

German and Spanish

Minimum System 
Requirements
• CPU: Pentium III 1 GHz

• Memory: 1 GB RAM 

• Disk space: 1 GB free

Microsoft Azure 
Certifications and 
Attestations 
Secure, geo-redundant, 
Tier 4 data centers

• ISO/IEC 27001:2005 

• SSAE 16/ISAE 3402 

• HIPAA/HITECH 

• PCI data security standard 

• FISMA 

• Various state, federal, and 
international privacy laws 
including 95/46/EC (EU 
data protection directive) 
and CA SB1386 

http://pages.evault.com/EEPFreeTrialRequest.html?source=Website&SourceDetail=EEP-free-trial-orangebox1

